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FOREVWORD

This Manual is reissued under the authority of DoD Directive 5100. 76,
Physical Security Review Board, " February 10, 1981. The security standards
described in this Manual are required to prevent crimnal diversion of |ethal
assets of the Departnent. The security of these assets remains an inherent
responsibility of the command. DoD 51 OO 76-M “Physical Security of
Sensitive Convent ional Arns, Ammunition, and Explosives ,“ February 1983 is
hereby cancel ed.

This Manual applies to the Office of the Secretary of Defense (0SD) the
Mlitary Departments, the Chairman of the Joint Chiefs of Staff and the Joint
Staff, the Unified and Specified Commands, the Inspector General of the
Department of Defense (IG, DoD), the Defense Agencies, and the DoD Field
Activities (hereafter referred to collectively as “the DoD Conponents”). The
term“Mlitary Services,” as used herein, refers to the Arny, the Navy, the
Air Force, and Marine Corps.

This Manual is effective immediately and is mandatory for use by the Ofice
of the Secretary of Defense (0SD), the MIlitary Departnents, the Chairman of
the Joint Chiefs of Staff and the Joint Staff, the Unified and Specified
Commands, the Inspector Ceneral of the Departnent of Defense (SC, DoD), the
Def ense Agencies, and for incorporation into those DoD contracts where it is
relevant. No supplenentation of the requirenments of this Minual is required.
For facilities that do not Oeet the requirenents of this Manual by Cctober
25, 1993, an approved security waiver or exception shall be required.

Send recomrended changes to the Manual through channels to:

Director, Defense Security Prograns

O fice of the Deputy Assistant Secretary of
Def ense (Counterintelligence & Security
Count er measur es) 0ASD(C3I)

The Pentagon, Room 3C285

Washi ngt on, D.C. 20301- 3040



The DoD Conponents may obtain copies of this Manual through their own

publication channels. Qher Federal Agencies and the public may obtain

copies from the National Technical Information Service, 5285 Port Royal Road,
, Springfield, Va. 22161.

Sl ALt

Duane P. Andrews
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DEFI NI TI ONS

1., Ammuni t ion. A device charged
with expl osives, propellants,
pyrotechnics, initiating conposition,
riot control agents, chem cal

her bi ci des, snoke and/or flame for
use in connection wth defense or

of fense, including denolition.
Ammuni tion includes cartridges,
projectiles, bonmbs, mssiles,
grenades, m nes, pyrotechnics,
bul | ets, shot, primers, propellants,
fuses, and detonators.

2. Arns. Weapons that will, or are
designed to, expel projectiles or
flame by the action of an explosive,
and the frames or receivers of any
such weapon.

3. Bimary Chemical Minitions.

Muni tions designed to use relatively
nont oxi ¢ chem cals that conbine
during functioning of the weapon
systemto produce a chem cal agent
for release on target.

4. Binary Internediates. The
conponent chemicals that combine to
produce binary chem cal agents.

5, Cable Seal. A one-piece or two-
pi ece seal in which the cable is

pl aced through the |ocking hardware
of the truck trailer or railcar door,
and the bullet nose is inserted into
the barrel end of the cable until
securely anchored. Once | ocked,
force exerted to separate the
lockpoint from the lockbody wil |
strengt hen the connection. Renova
requires destruction of the seal.

any

6. Carrier Custodian. An enployee
who has been assigned responsibility
for controlled shipnents containing
SECRET material by the carrier and
who has been issued a personnel
security clearance by the Governnent.

7. Chem cal Agent. A chem cal
substance intended for use in

DoD 51 O0.76-M

mlitary operations to kill,
seriously injure, or incapacitate a
person through its physiol ogical
effects. Excluded fromthe official
DoD definition in JCS Pub. 1
(reference (a)) are riot control
agents, chem cal herbicides, and
snoke and flane; however, sone of
these latter are included in Appendix
A

8. C osed Vehicle or Equipment. A
conveyance fully enclosed wth
permanent sides and pernmanent top,
with installed doors that can be

| ocked and seal ed.

9. Constant Surveillance. A control
system where access to a facility,

structure, or Risk Category AASE is
under the continuous visibility of a
guard or custodial unit personnel
capabl e of detecting theft or

unaut hori zed entry.

10. Container Express (CONEX). A
reusabl e container for shipment of

troop support cargo, quasi-mlitary

cargo, househol d goods, and personal
baggage.
11. Contai nerization. A box or

other device in which cargo is
stored, protected, and handled as a
unit in transit; for exanple: CONEX,
MILVAN, SEAVAN and ot her approved
conmercial containers. This term

al so refers to shipping that uses”
containers that can be easily

i nterchanged between trucks, trains,
and ships, without handling of
contents.

12. ntainer on a Fl [ (COFC).
A large box-Ilike container wthout
undercarriage used tohold cargo
being transported. It nay be mounted
or demounted fromrailroad flat cars.

13. Iefense Transportation System
(DTS). Consists of military-

controlled termnal facilities,
Mlitary Traffic Managenent Command
(MTMC), Air Mbility Command (AMC)-



controlled airlift, Mlitary Sealift
Command (MSC)}- control |l ed or arranged
sealift, and Governnment-controlled
air or land transportation.

14 . DoD Constant Surveillance
Service (€S). A transportation
protective service that requires a
commercial carrier to use a qualified
driver to naintain constant
surveillance of a shipnment at all
times during transportation,

including stops enroute. The driver
or other qualified carrier
representative nust be awake and not
in a sleeper berth and nust renain
wthin 10 feet of the shipnment or
vehicle transporting the shipnment and
have it wthin full unobstructed view
at all times. For shipnment of
sensitive AA&E, drivers wll be
trained in the use of conmunications
equi pment and capabl e of contacting

| aw enforcenent or other energency
agenci es for assistance.

15. Dromedarv. A frei ght box
carried on and securely fastened to
the chassis of the tractor or on a
flatbed trailer. The dronedary is
renmountable by the use of a forklift
truck, protected by a plymetal
shield, and equipped wth doors on
each side that nay be |ocked with
seals or padlocks. (Explosive itenms
carried in the dromedary nust be
conpati ble and in conpliance with 49
CFR 177 (reference (b)) or host-
nation regulations).

16. Dual Driver Protective Service
(DD). A transportation protective
service for Categories Ill and IV
AASE that requires a commerci al
carrier to use two qualified drivers
riding in the cab of the same vehicle
to maintain constant surveillance of
shi pment during transportation,

i ncluding stops enroute. At |east
one driver nust be awake and not in a
sl eeper berth, and nust remain wthin
10 feet of the shipnent or
transporting vehicle having it wthin
full, unobstructed view at all tines.

DoD 51 O0.76-M

Drivers will have conmmunications

equi pnent capable of contacting |aw
enf orcement or other energency

agencies for assistance. For

term nal physical security

standards, see Appendi x B.

17. Dual Driver Protective Service
with National Agency Check (DN). A
transportation protective service for
Categories | and Il AA&E that
requires a commercial carrier to use
two drivers who have received
favorabLe National Agency Checks.
Both drivers shall ride in the cab of
the sane vehicle to maintain constant
survei I lance of shipnment during
transportation, including stops
enroute. At |east one driver nust be
awake and not in a sleeper berth, and
must remain within 10 feet of the

shi pnent or transporting vehicle
having it wthin full, unobstructed
view at all tinmnes.

18. Duress Alarm System. A net hod
by which authorized personnel can

covertly comunicate a situation of
duress to a security control center
or to other personnel in a position
to notify a security control center.

19. Exceotion. An approved
deviation fromthis Minual in which
the required standards are not being
met and the DoD Conponent detem nes
It inappropriate to neet Mnual

requi rements. Conpensatory neasures
are required to provide security
equi valent to the regulation

st andar d.

20. Exclusive Use. A vehicle or
ot her conveyance used only for one
shipnment fromorigin to destination
w thout transfer of |ading, and
pemts |ocking of the unit and use
of seals. The carrier is denied
access to the nmaterial while in
transit for security reasons.

21. Explosives. Any chemical
conpound, m xture, or device, the
primary or conmon purpose of whi'ch is




to function by explosion. The term
i ncludes, but is not limted to,

i ndi vidual land mnes, denolition
charges, blocks of explosives

(dynamte, TNT, C-4, and other high
expl osives ).

22. High Security Padl ock. A key=~
operated padl ock, conformng to
mlitary specificati on MIL-P-43607,
designed to resist forced entry and
surreptitious entry. Used with a
hi gh security hasp neeting mlitary
specification MIL-H-29181 or ML-H
24653.

23. | ndependent Power Source. A
sel f-contai ned power source, normally
a battery.

24, Intrusion Detection System
(IDS). A security alarm system
consisting of various types of alarmns
to detect the unauthorized intrusion
into a room structure, or facility.

25. Laboratory. A building, room
or area used for scientific
experinments, tests, or denonstrations

associated with research,
devel oprment, testing, and eval uation
of AA&E.

2 BOAIR.. Long-term contract
airlift service within the
continental United States (CONUS) for
the novenent of cargo in support of
the logistics systemof the Mlitary
Services (primarily the Arny and Air
Force) and Def ense Agenci es.

27. Mlitary Traffic Expediting
(MTX) Service. The Association of
Anerican Railroads (AAR) provi des
this service through its autonated
conmmuni cations service network with
menber railroads. This expediting
service is available for single and
joint [ine nmovenents and is required
for sensitive shipments fromorigin
to destination.

28. Mlitary Van (MILVAN).
owned remount abl e cont ai ner,

Mlitary

XI
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conforming to U S. and international
standards, operated in a centrally
controlled fleet for novenent of
mlitary cargo.

29.  Mbtor_ Surveillance Service (MS).
A service performed by a conmerci al
carrier that requires a driver of a
vehicle transporting a shipnent to
provi de tel ephonic notification to

t he consignor, or other designated
point of contact, of vehicle |ocation
and status at time intervals
specified on the GBL.

30. Pier Service. Carrier booking
restricts over ocean novenents from
port of enbarkation (POE) to port of
debarkation (POD) to prevent
prearranged through-booki ng enpl oyi ng
surface transportation to inland

desti nations.

31. Primarv_El ectrical Power Source.
Source of power, either external
(commercial) or internal, that

provi des power to site facilities on
a daily basi s.

32. Protection in Depth. A system
of providing several supplenentary
security barriers. An exanple is a
perimeter fence, a secure building, a
vault, and a |ocked contai ner

t oget her providing four |ayers of
protection.

33. Fotective Security Service
(PSS). A transportation protective

service that requires a commerci al
carrier cleared under the Defense

| ndustrial Security Program (DoD
5220. 22-R, reference (C)) to maintain
constant surveillance of a shipnent
during transportation, including
stops enroute. Mdtor carriers wll
use two qualified drivers riding in
the cab of the sane vehicle. At

| east one of the drivers nust be
awake and not in a sleeper berth and
must remain within 10 feet of the
shipnent or vehicle, with it in full,
unobstructed view at all tines.
Drivers will have conmmunications



equi pment capabl e of contacting |aw
enforcement or other energency
agenci es for assistance. AT

carriers wll use two qualified
pilots in the aircraft.

3. Qualified Carrier Driver/Pilot
or Representative. A conmerci al
carrier or termnal enployee involved
in the handling of DoD shipnents
under a transportation protective
service who has the follow ng

qual i ficati ons:

a. Designated by carrier or
term nal nanagenent to attend a
transportati on conveyance.

b. Aware of the sensitivity of
DoD material novi ng under a
transportation protective service.
(Carrier enployees or representatives
will not be informed of a shipnent’'s
| evel of classification.)

c. Know edge of the safety,
security, and energency procedures
that nust be foll owed.

d. Authorized to nove a
transportation conveyance and has the
means and ability to do so.

e. When providing Protective
Security Service, enployees shall be
cl eared under the Defense Industrial
Security Program to handl e SECRET
shi pnents and have carrier-issued
| dentification.

35. QUICKTRANS . Long-term contract
airlift service wwth in the
continental United States (CONUS) for
the novenent of cargo in support of
the logistic system for the Mlitary
Services (primarily the Navy and
Marine Corps) and Defense Agenci es.

36. Rail Surveillance Service (RS).
RS consists of an inspection within 1
hour after each stop and each hour
thereafter if the railcar containing
t he shipment renains stopped.

Xii
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37. Report of Shipnent (REPSHIP). o
An advance report by nmessage or S
t el ephone i medi ately upon dispatch
of a shipnment within CONUS for
domestic shipnments, to both Water
Term nal Cl earance Authority (WICA)
and the water port transshipping
facility for surface export
shipments, or the Mlitary Ar
Traffic Coordinating Office (MATCO)
for air export shipnents. This
report shall include applicable data:

a. For donestic shipnments, see
par agr aph 32-27, AR 55-355/NAVSUPINST
4600.70/AFR 75-2/MCO P4600.14B/DLAR
4500. 3, Routing Instruction Note

(RIN) 146, Appendix D (reference
(d)).

b. For export shipnents, see
Chapter 4, DoD 4500.32-R (reference

().

38. Restricted Area. An area under
mlitary jurisdiction in which
special security measures are

enpl oyed to prevent unauthorized
entry or to safeguard property or
materi al .

39* Satellite Mdtor Surveillance
Service (SM). A transportation
protective service that provides the
Def ense Transportation Tracking
System (DTTS) with tinmely, accurate
truck location reports, two-way
communication for notification of in-
transit truck status changes, and
emergency situation notification.
Security Escort Vehicle Service (sV)
may be requested instead of Satellite
Mot or Surveillance Service. (See
definition 40.)

4 0 .Seal. A device to show whet her
a shipnment has been opened. Seals
are nunbered serially, are tanper
proof. and nust be safeguarded while
in storage. The serial nunbers of
seal s shall be shown on CGovernnment
Bills of Lading (GBL). [Included is
the 5-gauge twist wre.



41. Security Escort Vehicle Service
(sv). A comrercial transportation
protective service that provides a
separate trail vehicle to maintain

di screet surveillance of the vehicle
transporting the shipment and provide
emer gency assi stance by contacting
appropriate | aw enforcenent agencies
when required.Trail vehicle will be
capabl e of naintaining two-way
conmmuni cations with the cargo vehicle
and of contacting | aw enforcenent or
ot her energency agencies for

assi stance.

42. Storage Magazine. A securabl e
structure or space used for the
storage of ammunition and expl osi ves.

43. Service Magazine. A securable
structure used for short term storage
of A&E in support of production and
manuf act uri ng operations and
Research, Devel opnent Testing, and
Engi neeri ng (RDT&E).

44, Small Arms. For the purposes of
smal | arnms reporting, small arns are
defined as handguns; shoul der-fired
weapons; |ight automatic weapons up
to and including .50 caliber nachine
guns; recoiless rifles up to and

i ncl udi ng 106mms nortars up to and

i ncl udi ng 8lmm; rozket | aunchers,
manportable; grenade |aunchers, rifle
and shoul der fired; and individually
operated weapons which are portable
and/or can be fired wthout speci al
mounts or firing devices and which
have potential use in civil

di sturbances and are vulnerable to
theft.

45. Storage Site, Static placenent
(temporary or long term of AAGE.
Storage does not include itens in
process of manufacture, in use, in
RDT&E,or being transported to a place
of storage or use.

46. Trailer on a Flat Car (TOFC). A

| arge box-1ike renountabl e container
with a chassis and wheel s attached

Xiii

DoD 51 O0.76-M

that is placed on a railroad flat car
and used for transporting cargo.

47. Supervised Security Patrol.
Required security patrols of specific
areas, at randomintervals within a
defined time frame, including
verification by guard tour reporting
systens, and supervisory spotchecks.

48. Transportation Protective
Service (TPS). A comercial carrier
service performed to DoD standards

t hat provi des physical security for
shi pnents of AA&E during
transportation.

49. Type 2 Portabl e Magazine. A
box, trailer, semtrailer, or other
mobile facility that is bullet
resistant, fire resistant, weather
resistant, theft resistant, and
venti| at ed.

50. Upper Rail Lot. A set screw
operated variation of a “C clanp
designed for gripping the upper
sliding rail that supports or guides
the weight of sone styles of railroad
boxcar doors. The "loc" bl ocks and
prevents the door’'s roller hangers or
carriers from sliding past, thereby
preventing the door from being noved.

51. \Waiver. A 1 year approval for
the tenporary relief from specific
standards inposed by this Manual,
pendi ng actions to conform tot he
standards. Conpensatory neasures are
required.



